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Profestant Francis W Tolenimo e on 19 Apal 2017 o Cosimient s
Maotion clated 17 Apeib 2007, prayimg dus ibe appomiment of an mdapandenl T
consultant, as may be agroed upon by the pirhies, o assess e proposed change
of the Commission on Ulectons (COMELES) in the system date of tha
Consolidation and Ganvassing Syalem (GO5) laplops; and for the COMELTC o
holch in aoeyance e aposmentastony ob said proposed chiangs, paending an

indeperndant 11 oxpeit’s onaessmanl,

FProtastant Tolentinag's Motion sicnmmed Trora the Motice dated 29 Maeh
2007 of the COMELED, Hvongh Goronissiconer Ghrisiian Moberl S L, infoinineg
all concernad partios et (o) B COMEL R0 Bad sospanded e bacling ugal e
Secure Digital (51 o, purswant ooty Motice dated 10 harh 2017 (1) 1he
Cartificalas of Gonvass (U000 and Sintistical Reports could nol be ratrigvad o
thie COS laplops bacause Ui con Biicates mstaliod i the GOS Universal Sarial Bos
(USEY tokens exgred w0 Decomber 200006, () o address the conceon,  the
COMELED proposes bo choign e syslon dato of the GES aptops 1o an earlicr
pariod, prefaraily botweon Gciober aond November 2006, and (d) the COMIZEEC

woulod deonsirodo Ber choangivnd i e sysio dale on O3 Aol 2057,
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Iy his Molion, Protestant Telenting informed the Tribunal that during L
scheduled demuanstralion v 03 Apdl 2017, he objecled ta ihe proposacd chanoo in
the system dale as Whis would create serous doubls on the integrity of the
transmutted election data and would necessarily alter the lime logs Tor the
transmittal of the election dala. nstead of changing the system date, and 10 avoid
any doubt or guestion on e inteority of e said aclivily, e proflered thal ibwould
be more prudent for the COMELEC lo canse the renewal of e certificeles
installed in the CCS USH kens, COS laptops and Election Management Syalemn

(EMS) server in order to prozarve the election dats,

Protestant Tolenting added that the proposed change in syslem date was
merely through Hie iniliative of o Olfice of Conmissioner Lim and that 1he same
was not approved by the COMELEC En Bane  Without such approvai, ihe

proposed action, in his opimon, would be invalid or, at the very least, guestionable,

Moreover, according lo Mroleslant Tolenling, Commissioner Lim failed 1o
comply willy Section 52 (1) of BP, Do, 851, otherwise koown as ihe Omnibos
Election Code of the Philipoines, as amended, requiring the natification of the
authorized represenlatives of aocredited political parlies and candidales in areas
affected by the use or adoption of lechnological deviees nol less than 1hirly (30)
clays prior to the effectivity of lhe use of such devices. Thus, Protestant Tolenting
was ot given sufficient time o beld s busted 1T consulltants, or o dolarmine
other measures 1o gain access 1 he COCs and Stalistical Reports, olher than

COMELEC's proposed sysionm date change,

On 08 May 2017, ihe Execulive Commiltes of the Trbunal issued
Resoelution No. 16-46 reguining 1he COMELEC and the counsel for Protestee de
Lima {o comment within five (5) days from receipt of the Resolution on Protestant’s
Cormment and Mobion, Oo 1o May 2017, Prolestee de Lima seasonably Tiled her
Cormment, while e CORLECS fled o Motion for FExiension of Time o File

Comment.

Iy her Comment, Protosice de Lean cmphasized and maintained that haer

alecloral win was @ product of an honest, aredible, peacelul and orderly alections
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and that the resulls of the 20010 Mational and Local Elections were truly refleciive
of the sovergign will of the people.  She, however, acknowledged that any
propesed change mvolving any materal dates in any of the election management
systern machines, paraphenala, securily prolocol or data mighl cause miska winh
have to be explained thoroughly io he paries involved, especially the question of
whether such proposed cluge would aifect he 2016 clection resulls that formed

the bhasis of Protestes oo Lingds proclamation.

Consequently, Prolesios de Lima would like the COMELEC Lo thoroughily
explain w the pactics, vwoing, he impact of such progosedd change i the sysiom
cdate, meliculously assessing the nske wmwvolved, i there be, and thercalier allow
the parties sufficient time o evaluate adior consult T exparts regarding sueh
assessment, il necessary. Prolesiec de Lima likewise suggested that until seel
process shall have becn aondenaken, COMELEC should, consisient with doe
process, hold i abeyance e mplemenlation of the proposed change in the

system dale of the CCH lplops.

On 29 May 2017, the Decolive Commitiee of he Tribunal issued
Resolution No. 16-52, grantng the COMELEC additional period uniil 31 Woy 2017
within which to fila the commnent requied in Resolulion Mo, 1648 dated 048 Moy
2017, COMELEC filed its Maifostation ond Commend {on Protestant Francis IV

Tolenting’s Comment aod Bdobion dated 17 April 2007 on 30 May 2017,

In said Commaent, COMELEC monifested hat pursuant o COMELEC
Minute Resolution Mo, 17 0201 {In the Matter of the Request for Authorily o
Comply with Senale Llecia ol Tibunal Resolution Mo, 1646 dated May 9, 2017),
wihich was adopled Dy e COMELEC during its 16 May 2017 Regular En Sane
Meeting, COMELEC assonis Lo the appeintmonl of an independent 11T expart Tor
the purpose of assessing the proposed change in the syslem dale of the CCS
Laptops, subject to the condiion that the same shall be at no cost to e
COMELEC, and oliers no vpposition to hold in abeyance the implemeniation of
the systam date chaoge o the COS loplops, COMELEC Turther manifested that,

lo date, il has nel been soic w back up sionificant reporls and dala contained in
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the CCS laplops since e Jdigisl cerlilicates of the CCS expired in Docember

2016,

Moanwhile, pending resclution of the instanl incident, the COMELIZE Law
Department filag on 21 June 2007 o Manifestation and Technical Reporl on (e
Election Management System Server detailing the events that ranspired duning
the conduct of Power- U, Diognostics  and Power-Down of e leclion
Management System (EMS) Server on May 12 and 13, 2007 at the Memory

Configuration Rogrm, CONMIZLEC Warehouse, Sta, Rosa Gity, Laguna.

Considering thal e piscbies dilfersd a:s o tha course of aclion baing =ought
from the Tribunal Lo resobee e issue, he poarlies were invited 10 2 confaraenoe on

13 July 2017, Appearing Deloes Heanng Commissioner Alty. James G Allanioue,

— ak

1o«

the parties’ respeclive counsel agread o purste Protesles de Lima's suggested
course of action, 1, e to regues! te COMIELEC to explain in writiog o the Fribunal
and the parties the impact of the proposed change in the system date, assessing
the risk involved, iF any; sod therealter, allar evalualion of he said explanniion, for
the parties to submit to o Triunal their respeclive comment (heraon, copy

furnishecd the other parly.

Furtheer, Lhe parlios aogrecd that itis aoperative that COMELEZC identify the
Information Technology (10} resource persens who prepared the explanation so
that in the event e pactices, o even the Tribonal, would nesd to consulUT experts
to evaluate the COMELLC oxplanation, an independent 1T ExperlfConsaliond

gther than the COMEBELEC v personfs would be angaoed 1o oo the s,
IN VIEW OF PR Vo GOING, the Exeoutive Commillee of the Tiburnad
Resolves o
a, REQUIIRE the GO UL o subeait to the Tribunal and to the parties wiihin

fiftean (15) cays Do ccipi of this Resolulion @ wrilien explanalion on the

impact of the propuosed system dote change, assessing the nsks involved,

£
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iFany, and to enbty the indormabion Technology (1T) resource persons who

prepared andfor conlribuled in the oreparation of iks explanation;

b, REQUIRE the paries (o evaluate the COMELEC's explanation and submit
their respective comments wilhin lan (10) days from receipl thereof, copy

furnished the olber parly;

¢. DIRECT the COMELEG to hald in abeyance the implemaentation of the

proposed system chiange until further notice from the Tribunal and

d, NOTE the Manifesiation hled by the COMELEC Law Deparlmeant on 21
June 2017 and the Techmeal Repod on the Eeclion Management System
Server detailing the awvands that ranspired during the conduct of Fower-Up,
Diagnostics and Power-Down of he Election Management Sysiem Sorver
on May 172 and 13, 2017 a1 the Meamory Conliguralion Room, COMIELEC

Warehouse, Sta. Maso Gily, Laguna.

SO ORDERED.

18 July 2017,
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